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Your guide to speed & 
scale up enterprise - wide 
RPA initiatives in the cloud
This leadership guide shows organizations how to scale up with their 
RPA and automation initiatives. We will cover topics such as how to 
include automation as part of a business strategy, widen the perspective 
on how to look at automation initiatives, and increase the understanding 
of the business benefits that can be gained through automation. 

This guide has been written by Head of Nordic Intelligent Automation 
Center of Excellence Jaakko Lehtinen, and Senior Intelligent Automation 
Consultants, Henri Wiik and Pekka Jalonen. All of them have worked 
within various RPA initiatives throughout the last five years. Together 
they have compiled their knowledge about successful RPA 
implementations and how to scale up RPA initiatives operated in a 
cloud environment. You will also get information and advice on how 
to identify and validate your automation maturity level and fully scale 
IA-powered RPA through your organization. Happy reading!
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Introduction
Over the past few years, there has been increasing interest and an 
associated hype in robotic process automation with significant 
investments starting to flow also in cognitive and artificial
intelligence technologies by leading enterprises. The application of 
robotic process automation (RPA) is already yielding benefits, with 
early adopters in shared services, banking, and other administrative 
companies deriving significant value after successfully scaling up 
with automation. CTOs and enterprise owners are now beginning 
to see business relevance in towing the new line of action.
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                    Moving trend toward RPA 
                     empowered with IA

Unlike RPA, which is aimed to program predictable, 
repetitive tasks, intelligent automation (IA) offers the 
cognitive capability to automate non-routine tasks 
that need thinking, intuition, creativity, and problem-
solving – expertise that formerly needed human effort 
and involvement. RPA technology empowered with 
IA can enable organizations to hitch the power of 
automation to revolutionize both tedious and highly 
complex processes and streamline workflows, 
creating an intelligent, dynamic enterprise. 

                    Treading cautiously 
                     through challenges

Despite the enthusiasm in IA-fueled RPA, the drive 
toward a comprehensive approach at full scale is still 
taking time to adopt among enterprises.  Many projects 
are stuck in pilots and proofs of concepts and scaling up 
IA and RPA across enterprises is still a faraway dream 
for many. Lack of people and technology resources, 
insufficient budget allocation, along with absence of 
organizational support are challenges, sometimes hard 
to overcome. Processes like financial management, 
HR, procurement or other functions with high 
amount of manual inputs are gaining traction with 
RPA. However, scaling it across business areas and 
organizational boundaries remains often halfway 
done or completely undone. 

In the Nordic countries, familiarization and utilization 
maturity with robotic process automation is higher 
compared to many other geographical areas. Major 
banking and insurance companies are known as early 
entrants into RPA, but in Finland, even public sector 

organizations launched their ambitious RPA programs 
way back in 2016 and most of the big companies have 
run their first pilots with RPA already several years ago. 

   Not too late to start now

RPA and associated software bots have gradually been 
adopted for tasks across enterprises, operating under 
careful supervision. Many organizations already have 
software bots functioning behind the scenes in their 
back-office. They are increasingly adding 
intelligence as the amount of data generated and 
consumed by them grows. So why should your 
enterprise lag behind in this scheme of things? Whether 
you are looking to ride the RPA tide or simply dip your 
toe into intelligent automation, there is a strategy that 
should be followed.

On the other hand, there is still a lot of untapped 
industry potential and quick profits to be achieved 
even in the Nordics not to speak about other 
geographic areas. Starting something early does not 
automatically mean that full benefits have been quickly 
realized. We believe that there is still a lot of benefits 
to be captured even with traditional rule-based RPA.
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Whether you are looking to ride 
the RPA tide or simply dip your 
toe into intelligent automation, 
there is a strategy that should 
be followed. 

RPA technology empowered with IA can enable 
organizations to hitch the power of automation 
to revolutionize both tedious and highly 
complex processes and streamline workflows, 
creating an intelligent, dynamic enterprise.” 

Many projects are stuck in pilots and proofs 
of concepts and scaling up IA and RPA across 
enterprises is still a faraway dream for many.”
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For a successful automation project, the key is to consider 
both the automation maturity and scope for each entity. 
It is not enough to look at just a part of the process or a 
human resource from an FTE perspective. For your business 
to leverage its full potential, it is important that you look 
at how automation fits into your whole business scheme. 
And similarly, benefits should be assessed not only in terms 
of time and human resource savings but also on how the 
overall business process metrics are improving. One good 
news is that automation is gradually becoming part of the 
corporate strategy in many companies. And it is no more 
a question of simply cutting labor costs but creating 
additional value.

Automation as a Business Initiative or 
Automation as Part of the Business Strategy?

Process Automation Maturity Levels: 
Where are you on your journey?

• Identifying Potential

• Creating a business case

• Choosing the automation 
partner

Planning Piloting RPA

• Validating business case

• Testing in a process or two

• Building the competences

• Central CoE established

• Expanding automation to
         multiple processes

• As-is automation

Scaling-up

• RPA is business as usual

• Wide ranging automations
         from small tasks to full
         process

• Efficiency driven

Large-Scale 
Production

• Process re-engineered

• Business metrics driven

• Automation technologies
        combined

Intelligent 
Automation

Making automation a strategic initiative means that it is built 
into the business metrics of companies by asking questions 
such as: 

• are you measuring the FTE cost savings you can gain in a 
procurement team?

• or by the amount of discounts and benefits that can be 
       captured by doing perfect purchasing decisions?

With the earlier, the typical savings can be salary costs 
in anything between 0.1 and 10 FTEs, while in the latter, 
savings from the cost of goods might be measured in millions.

Automation as a built-in 
strategy in business 
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Typical five steps
toward intelligent
automation – and how 
companies get lost 
Automation adoption should be a continuous process, but 
history has taught that many companies go through five main 
steps when aiming for IA strategy and large-scale automation 
production. It is sometimes ironic that instead of thinking about 
the big questions and the ultimate goal of the program early 
enough, people are focusing on small details at hand - even 
when the decisions made in the beginning would follow you 
through your journey.

                    Planning 

Ask yourself what you and your company want to achieve, and then what 
the total potential and business case for an RPA adoption for your company 
are. The focus should not be only in thinking which of the RPA or other 
technologies to choose or how to sub-optimize the license costs. Just pick 
a tool that fits your needs and is generally well-known so that you ensure 
good availability of professionals in your area: this applies not only to external 
consultants and suppliers but also to potential recruits when the automation 
program is being scaled up.

                    Piloting

Validate the assumptions by doing meaningful automation from business 
metrics point of view. This stage is also about setting the enterprise 
ambition and way of forward thinking. If you focus only on “safe” processes 
that anyone hardly uses, you will not get significant business benefits and 
start to think that software robots cannot do much more than that. Instead, 
choose a process that really generates value and automate it. The automation 
can be implemented in smaller steps that really help people and make a 
difference.

Always keep continuous production in 
mind to avoid one of the most classic traps 
of RPA: this is just a proof of concept and 
I don’t need to care about documentation, 
monitoring, continuity or anything that is 
required for the implementation to be 
acceptable for long-term production.
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                    Scaling-up

This is one of the trickiest parts of automation programs. 
In simple terms, you only need large automation backlog, 
exceptional internal change management and a lot of 
implementation power to execute the plans. This is a 
wrong phase to start fine-tuning the amount of licenses, 
neglecting internal communications, or skipping the 
onboarding of those people whose work is being 
automated. By this phase, the ground for efficient 
operations should be set. First of all, identify someone 
responsible and accountable if automated processes are 
not working. There needs to be an SLA or OLA, which 
defines the timelines of error resolution. This also guides 
what can and what cannot be automated with RPA. 
Standardized documentation and coding best practices 
will support the upcoming maintenance, incident 
management and problem management duties. Sometimes 
the relevance of documentation becomes obvious only 
after one of the automation developers, who has been 
running the show, leaves the team. RPA scripts’ abilities to 
automatically recover from known exceptions and errors 
will significantly reduce the time needed in maintenance.

                   Large-Scale

Once the organizations have scaled up their automation, 
they have basically two problems in their hand: how to fix 
all the mistakes they have made on the course of scaling 
up; and how to combine other automation technologies 
with RPA to increase the automation rates. Typical focus 
areas remain in monitoring and maintenance: how to 
improve quality, how to go from incident resolving to 

incident elimination, how to be ready for and manage 
changes in processes and business applications, how to 
enable automation of business-critical processes, and 
how to optimize the operations costs: not only licenses 
but especially the cost of the operations and platform 
management teams. When automation implementations 
go beyond RPA, the need to be able to follow the health 
of automation operations from a single place by a single 
team becomes even more relevant.

                             Intelligent Automation

This is the target stage that the whole enterprise 
exercises should be aiming for. The processes have been 
re-engineered based on business metrics, and transactions 
flow through the systems almost in real-time. While the 
ideal world will never be complete, Intelligent Automation 
should be at least a mindset within the teams that are 
planning their automation journey and targets. 



Cloud or Automation-as-a-Service can mean different things to different people. In 
this eBook, we are simplifying the topic and listing three different delivery models, 
which all can be also run in the cloud.

                   Licenses only 

It is the model, where licenses and infrastructure are handled or owned by the
customer.Infrastructure – servers, laptops or virtual servers – can be either their 
own or delivered by an IT partner. The responsibility of operating and maintaining 
the automations are on the client side. Some external help might be acquired on 
an on-demand basis. 

Licenses and 
infustructure 
handled by the 
Customer.

RPA servers 
maintained & 
licenses 
included

Process level SLA, 
centralized 
monitoring and 
operations 
easily scalable

Licenses 
Only

IA as a 
Service

RPA 
Platform 

as a 
Service

Typical RPA Delivery Models 
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                    RPA platform as a service 

In this case you get a maintained platform, typically running 
in the cloud. The price includes RPA infrastructure and RPA 
software licenses, and often also platform management 
and RPA software updates. The RPA servers and RPA 
software will get their updates and patches, but the 
clients are usually responsible for business process level 
automation, monitoring, and incident management. 
Communication and planning together between service 
provider and customer’s business or RPA team is extremely 
important. For example, the servers cannot be patched 
or rebooted without understanding the effect on RPA 
operations and their scheduling. It would be good to
ensure in test environment whether the patches affect 
implemented automations. If the update or patch breaks 
down the automation, the client is typically responsible 
for fixing the automation code. 

                    Intelligent Automation 
                    as a Service

In this model, the automation partner provides not only the 
platform and its management but is responsible for the 
automated business processes as well. SLA includes the 
timeline, within which, a broken or changed business 
process needs to be back up and running. Suppliers usually 
have centralized monitoring and maintenance teams that 
deliver up to 24/7 support. IA as a Service kind of model is a 

fast track to best practice operations: they provide an access 
to industrial RPA infrastructure and platform within days and 
include a readymade best practice operating model at a 
decent cost event with only one production robot. It is also 
easy to scale up and scale down the amount of robots as and 
when needed. This is the turnkey solution with minimum 
requirement from the customer. Depending on the 
customer’s maturity and mindset, it can be seen as a major 
benefit or an annoying obstacle that IA as a Service requires 
standard documentation, coding, and monitoring practices 
that are to be strictly followed.
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Which model to choose?
Your company’s culture, mindset and structure should be 
pointers to guide you toward the most suitable RPA delivery 
model for you. Some companies tend to do a lot of things 
in-house, some use suppliers, and some outsource a major 
chunk of their processes that are not part of their core 
business. Just like finance and accounting or IT helpdesks 
are being outsourced by many, RPA operation is also
gradually becoming a commodity, which does not 
necessarily have to stay in-house.

Who should own your 
automation initiative?
Does the preferred 
delivery model depend 
on your industry?
In a complex operating environment, there are many tools 
that can map a company’s RPA maturity. Trainings and 
workshops can also help to gauge your team’s existing 
knowledge base. Automation Business Analysts and RPA 
Architects monitor and analyze the amount and range of 
implementation work that needs to be done in your 
enterprise. The goal of an Automation Business Analyst 
is outlining the business rules and entities that will be 
combined to get the work done. For this, they look at an 
end-to-end process optimization instead of an individual 
subset process to avoid subsequent bottlenecks and 
unnecessary turnaround times waiting for the 
sub-processes to be identified. The resulting business 
benefit can be measured against originally identified 
business targets to be achieved. 

Earlier, IT departments considered RPA to be an absurd 
proposition, but now they might be even driving it. In some 
companies, IT departments are performing things, and in 
some other companies, IT is mainly there to enable 
business to use services relevant to them. IT departments 
are often speaking about the need to outsource platform 
management. IT people are also usually the ones who 
are the first in the company to become concerned if 
things are not done with industrial IT mindset or if 
security considerations are neglected.

Industries that are traditionally self-sufficient in managing 
their own IT might prefer partially implementing RPA or 
intelligent automation in-house. However, while companies 
are getting more experienced on what it takes to operate 
big automation implementations, they are increasingly 
looking to get the routine tasks streamlined, centralized 
and often outsourced. Manufacturing is a good example 
of an industry where companies often tend to look for fully 
managed solutions and services, but of course, it is never 
that black and white. On the other hand, e.g. banking 
industry tends to go for on-premise solutions especially 
when it comes to handling and moving money around. 
The automation system might even need to be in the same
vault with the banking applications and the people who 
are using them.
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Tackle the typical 
issues with RPA
Scaling automation means expanding it to cover more 
business areas and processes and increasing the degree 
of automation development. The first pre-requisite for 
systematic scaling is that the list of automation ideas is 
sufficiently diverse. The identification of areas which can
 be automated, and the identification-related work needs 
to be implemented or performed across a variety of 
processes, teams, and locations. There must also be a 
systematic record of important findings: what has and 
has not yet been reviewed for potential automation 
implementation. Otherwise, the end result may be a 
mixed bag of random successes, but the overall picture 
of the potential of the entire organization may 
not be clear.

There are some reasons why not all companies are 
successful with scaling up their automation initiatives. 
These are some caveats to be aware of:

Sometimes you might miss big opportunities by thinking 
about automation from a single tool perspective and not 
seeing the value or opportunities from the whole of the 
business metrics perspective. You need IT and technology 
professionals in the automation program to ensure that the 
ambitious ideas can be implemented, and to differentiate 

easy ideas from the difficult ones. Definition of ‘easy’ is 
also changing at ahigh speed. Machines can do amazing 
things now that you were not maybe even dreaming of 
some years ago.

A single activity that is difficult to get automated with RPA 
software might be something that would be extremely easy 
for a developer to solve with a non-RPA approach, while the 
rest can be still implemented with RPA. Although there are 
some cutting-edge technologies and tools, always confirm 
if they are even needed to solve your specific automation 
needs. A simple piece of code or integration might also do 
the trick.
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See the big picture

Don’t go in for the sake of it 



For some, the effort required for maintenance comes as 
a surprise. Without a properly planned maintenance, the 
worst that can happen is that companies may not even dare 
to automate business critical processes at all. On the other 
hand, when you automate your critical processes, you have 
to ensure stability and continuity. Just like with any 
business-critical IT tool, someone needs to be on stand-by
in case of a major incident. Organizing such an arrangement 
for, let’s say two or three processes, will cost a lot per 
process as someone needs to be ready for action all the 
time while not much action is required due to low volume. 
Thus, that same team could simultaneously cover the 
maintenance of dozens of processes with roughly the 
same cost.

This is to make ensure that the operations costs are 
reasonable when compared to automation benefits. In 
the beginning, it is probably wisest to utilize your RPA 
developers as an ad-hoc maintenance team to jump into 
actiononly when needed. With the growth in automation
in operations, the effort and time commitment from 
teams are also increasing. When this starts to slow down 
automation development and scaling, it is time to consider 
appointing a separate automation maintenance team.

The quality of infra might also become a showstopper. 
Some companies start with personal laptops while scaling 
up, and at one point they hit the ceiling. This goes back 
to maintenance related issues. You must know who has 

access to automations, who knows what the automations 
are supposed to do, and who is accountable for reacting to 
incidents and problems in automations.

Cooperation between infra, IT, and business or process 
experts can prevent a lot of issues. On many occasions 
where companies are struggling, the root cause is heavily 
related to the lack of cooperation. It might be the business 
who are building a new IT system (in this case RPA or IA) by 
themselves and not being compliant with IT requirements 
– or it might be IT selecting a tool or supplier without fully 
understanding the use cases and business needs, for 
example only sub-optimizing the cost of automation 
tool licenses and not the total cost of ownership.

Scale up quickly

Get your infra in place

Automation is teamwork

Maintenance is crucial
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Tips to help scale up
automation in your 
organization
As mentioned earlier, to scale up, you need to have a 
relevant automation backlog, i.e. know enough about 
automation potential in your organization. Here are 
some tips to build up automation backlog:

If you have lots of existing process data, but the 
understanding and documentation of processes are low, 
you should consider using process mining to find out 
the issues, volumes, bottlenecks and deviations in your 
processes, also getting focus in business metrics point 
of view.

In selected functions and reading of existing process 
specifications, this will help in estimating the complexity of 
automating a process. People involvedin work shadowing 
should be capable of constantly weighing in whether the 
existing process should be automated, or whether process 
re-engineering could help accelerate business benefits.
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What tools to use while 
scaling up?
Robotic Process Automation market is seeing a rise in the 
number of vendors who define their products and tools as 
RPA. At best, RPA features may be included or appear in 
business applications that the company has already earlier 
purchased for some other purpose. In addition, some 
promising open source solutions have been developed that 
can be used instead of commercial RPA solutions. However, 
to scale software robotics across a variety of functions and 
use cases, we usually recommend choosing any of the tools 
that are well known and used by others for similar purposes. 

In the Nordic countries, we have done innumerable RPA 
implementations with a variety of tools, both popular and 
lesser known. One of the strengths of commonly used RPA 
technologies is that they have the biggest automation 
caveats covered, and they include good enough approach 
in how to centrally monitor and maintain automated 
processes. Also, they rarely struggle while working with 
any use cases. Technology providers that are focusing on 
RPA instead of having it as a secondary feature are putting 
big effort in improving the RPA capabilities, often also 
integrating or introducing new intelligent automation 
features in the package. And of course, as mentioned ear-
lier, availability of professionals to be recruited or sourced 
from suppliers in the tool selection process is to be kept in 
mind.
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Why does cloud matter 
when planning your 
Intelligent Automation or 
RPA platform?
Today, cloud is an extremely important factor when talking 
about IA and RPA capabilities. Most new computing based 
emerging technologies are first adopted in cloud and give 
you easy access to start using and testing these capabilities. 
When a cloud provider adopts new technologies, you 
can start to consume these solutions with minimal 
investments and speed, which is usually not the case with 
on-premise solutions.

When you work with IA or RPA technologies, lot of work 
is about integrations between different systems and 
humans, i.e. about information exchange. The landscape 
of integrations and speed of change are growing fast. In 
cloud, you can achieve the agility and speed, which is 
required for you to be able to really scale based on your 
requirements. For example in Capgemini’s Intelligent 
Automation as a Service, customers can benefit from 
new solutions adopted in the cloud platform right away 
as soon as they are released by technology companies 
without needing to re-invent them.

Cloud offers agility 
while scaling RPA
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How do you implement RPA in the cloud? 
There are many ways to implement RPA initiatives in the cloud, starting from moving your IT environment to cloud servers 
such as Azure or AWS, and leading toward more comprehensive business models that the cloud enables. In the Nordics, we are 
seeing a lot of interest around Azure related questions in the context of moving existing platforms in cloud or building new 
automation platforms. There are several models on how companies can adopt RPA capabilities. Here are some examples:
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There are different requirements in skills and capabilities 
which you need for each model. Regardless of the model, 
you need to be prepared to train your professionals in 
different technologies and maintain mature roadmap as 
RPA and IA tools keeps evolving and consuming more and 
more technologies with time. For example, we are seeing 
container technology emerging as the next big change in 
RPA tools used. Containers allow easier maintenance and 
adoption of solutions, but without skilled people you cannot 
maintain mature, scalable and secure container solutions. 
These changes impact all the lower levels in the stack 
described in RPA models in cloud.

As a basic principle for RPA, you want to minimize the 
effort of maintaining the platform and focus your effort in 
running automations. Adopting cloud gives you capabilities 
to support you on your RPA journey. Running hybrid cloud is 
most often the selected model, which you start with, as most 
business applications are still running in private on-premise 
networks while robots and operations would be running 
in cloud.

If you want to implement cloud so that you will also manage 
the platform, cloud gives you possibility to run critical 
components with PaaS (Platform as a Service) where the 
cloud provider maintains solution security and usually gives 
service level agreement for availability. PaaS is a hybrid of 
IaaS (Infrastructure as a Service) and SaaS (Software as a 
Service) where you manage the code, but not the underlying 
technology stack. 

For example, if you are working with UiPath, you will get 
the most cost-effective solution by utilizing Azure PaaS 
solutions such as Azure Kubernetes Service for running 
supportive tools like Elasticsearch log storage, Redis (UiPath 
High Availability) in Kubernetes or with Azure Cache for Redis 
for storing session data, Azure SQL Database, Azure Storage 
for packages, and Azure AD authentication. With Azure 
PaaS you do not need to maintain virtual machines to run 
Orchestrator, as Microsoft will do that for you, and you will 
get the security and availability with Platform-as-a-Service. 
Then you can focus on running robots and automations!
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Of course, all cloud providers support IaaS for running robots 
in virtual machines. For this, you will need skills for running 
secure virtual machines in IaaS, as you will be responsible for 
the software and security on virtual machines, compared 
to PaaS where you do not have full access to the solution’s 
operating system. With IaaS, you will need to have 
capabilities for managing domain services, certificate 
services, and networking, which are the building blocks 
for security.

Do not think you can adopt robots or other IA solutions 
without the full support of your own IT and Security. 
Implementing robots is similar activity as establishing new 
offices for new employees. You need networks, accounts, 
machines, accesses, monitoring and security. You can 
adopt your own company policies and requirements when 
implementing these, but they will also need to be ready to 
adopt some new requirements, which robots bring along.
These new “employees” will work 24/7, without needing 
breaks – and some even not accepting breaks.

Robots do not own or possess anything while most security 
standards nowadays are built based on how humans work. 
They have mobile phones, so you can expect them to use 
two-factor authentication methods, which are based on 
something they know, something they have, or something 
they are. People also have other duties on top of work, and 
they need to sleep every night, so there are policies, which 
will disconnect idle remote desktop sessions automatically: 

the assumption is that the employee has forgotten to log off. 
Robots often work with data without using mouse or 
keyboard, and Windows might assume that a session is 
idle based on the lacking input from mouse and keyboard. 
These policies can disrupt robot sessions and cause 
production incidents.

Another confusion comes from software robots requiring 
accounts to login to Windows sessions in the same way as 
humans do. So, what is the big deal?

First, we need to look at the definition of an account used 
by a software. It is called service account. A service account 
can be defined as special user account that an application or 
service uses to interact with the operating system and other 
services. Now, corporate IT security follows modern securi-
ty standards, which have been applied at the highest level 
and follow best practices. Information Security standard ISO 
27001 has a following control: “Interactive logon should be 
disabled from all service accounts”. Thus, your robots will 
not be allowed to log in to machines. This is just one simple 
example of an impact that a new disruptive technology will 
bring to business, and your IT and security departments 
need to understand that implementing new technologies in 
business require strong business support and understanding. 

Another example of a problematic policy is that “log on 
locally” is not allowed. While machines are virtual and do not 
have physical monitors and keyboards, why would anyone log 
in locally? This is exactly what happens when robots log in to 
machines.

Infrastructure to run 
robots in virtual machines

Involve your security 
department 
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There is also a possibility of going to cloud with a solution 
where RPA requirements have been used as guidelines when 
designing the technical platform. For example, in our IAaaS 
service, you can run robots in the cloud in a secure and scal-
able manner, and still automate solutions in your private net-
work or any external network. This model allows you to focus 
more on automation potential, but it requires more skills 
from the team maintaining the platform, and more advanced 
developer skills when running automations from external 
domains. In IAaaS all these are included in the monthly fee 
but building a similar environment for customized use from 
the scratch will require a wide range of skills.

Cloud native robotics is one way of running robots. Cloud 
native in this context means, robots do not need to be 
running in Active Directory joined machines. Instead, robots 
are running in standalone mode, and it is possible to 
configure all maintenance, security and other policies using 
cloud tools. With this method, your corporate policies are 
not forced on the machines by your domain, but instead by 
cloud tools. You can have all the same requirements (security 
policies, system patching, back-ups, and monitoring) covered 
as you have for on-premise solution. Cloud gives you the 
agility and speed to do this efficiently. For example, 
establishing new machine and robot takes minutes in cloud, 
but in some poor cases on-premise best effort might 
sometimes take several weeks to deliver.

For adopting cloud for robotics, you can think in terms of 
having external employees using your solutions from their 
own network and machines. It is secure, scalable and fast to 
adopt new changes in technology or in business 
requirements.
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Is it safe to run RPA 
in cloud?
When delivering capabilities from cloud, security 
comes from how you configure and secure your 
deployment. We see more and more adoption 
of cloud for highly secure environments like
government entities that have laws and regulations 
specifying where the data can be stored and how 
can it be accessed.

As with any solution, which can handle sensitive 
information (robots most often do, even if not in 
the first automation implementations), you will 
need to implement best practice security for the 
platform. Best baseline is to assume that at some 
point you will have highly sensitive information 
processed by robots, and for this reason, the 
design and implementation of the security for 
the platform executed accordingly. For example,
in Azure or Amazon Web Services you can use 
provider made PCI-DSS blueprints to understand 
how to implement security around your 
automation platform.

It is really important to understand that the 
security of the platform is as good as is the security 
awareness of people working on the platform. For 
example, the developers might be storing personal 
data in log files or queues, saving passwords in free 
text format in automation workflows, using 
unapproved third party cloud APIs, developing a 
robot that sends sensitive data in unencrypted 

emails to external networks, or handling data 
using Microsoft Office tools, which will cache 
everything on robot machines and not delete 
that data automatically.

No matter how good and secure a platform you 
have designed, it is not secure if the security is  
overlooked for these basic functions. Neglecting 
these issues can cause serious security risks for 
the company if security review, mitigation and 
approval for such solutions are not in place. It is 
really easy for an employee to just do one of the 
aforementioned decisions, potentially leading 
to a security risk. Best practice is to make risk 
assessments that concern each of your automation 
implementation and not just an assessment onan 
automation platform level. Security is also one of 
the many reasons why planning in cooperation 
with IT is always crucial. 

Our multi-disciplinary approach using RPA solutions 
is highly risk compliant, as it does not require to 
store any sensitive information and can be built in 
the cloud with PCI-DSS or HIPAA compliance. There 
have to be good practices around the development, 
as you cannot implement security for each 
automation at an automation platform level. 
Our RPA solutions and best practices in the cloud 
will take care of securing information in transit 
and at rest.

22

Make sure your basic 
functions are secure

Our risk compliant 
approach



23

OK, I have my automation software in cloud 
server – what’s next?  
Congratulations! So you have made it this far. Automation software in cloud server is only like an engine of a car. For a fully 
functioning car, or a successful automation program, one needs other parts of the vehicle to be in place:

• Roadmap: Vision with program targets and metrics supporting it

• People driving it: program management, automation pipeline creation and automation implementation

• People maintaining it: managed operations for automation in production

• Chassis: program governance, frameworks and best practices

You can do it!  
Even if you have started RPA programs from an efficiency perspective, building your business case using expected savings in 
salary costs as the only benefit, after implementing and operating RPA, your business will turn to different aspects, such as 
throughput or lead times to get transactions done, or quality and unified way of working. This naturally will lead you to the 
new point of view in automation: how does RPA improve your business metrics instead of simply reducing your FTEs by 
applying automation?

To get the most out of RPA and through the scale up, you need to be able to trust your automation operations enough to 
automate business critical processes and have certain basics in place. We hope that this eBook has helped you in identifying 
focus areas and caveats to be aware of, and increased your confidence in your cloud vs. on-premise; or as-a-service vs. 
in-house considerations.
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Our current 
Capgemini offering
Capgemini’s fully managed service for Intelligent Automation relieves 
customers from the burden of selecting and mastering various intelligent 
automation technologies. In aaS deployments, customers have a key role in 
defining business expectations and requirements, while Capgemini’s expert 
teams are responsible for automation implementation, documentation, 
testing with the customer, deployment, monitoring, change management 
and run services under an agreed SLA.

More about IAaaS:   

Experts:  Henri Wiik, Pekka Jalonen, Jaakko Lehtinen 

https://www.capgemini.com/fi-en/service/intelligent-automation/ 
The information contained in this document is proprietary. ©2020 Capgemini.  
All rights reserved. Rightshore® is a trademark belonging to Capgemini.
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